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DETAILED ACTION 

1 . This office action is in response to applicants' amendment filed on 01/24/2008. 

2. Claims 1-26 are pending. 

3. Applicant's arguments with respect to claims 1,10 and 1 8 have been considered 
but are moot in view of the new ground(s) of rejection. 

Claim Rejections - 35 USC § 102 

(e) the invention was described in a patent granted on an application for patent by another 
filed in the United States before the invention thereof by the applicant for patent, or on an international 
application by another who has fulfilled the requirements of paragraphs (1), (2), and (4) of section 
371 (c) of this title before the invention thereof by the applicant for patent. 

The changes made to 35 U.S.C. 102(e) by the American Inventors Protection Act 
of 1999 (AIPA) and the Intellectual Property and High Technology Technical 
Amendments Act of 2002 do not apply when the reference is a U.S. patent resulting 
directly or indirectly from an international application filed before November 29, 2000. 
Therefore, the prior art date of the reference is determined under 35 U.S.C. 102(e) prior 
to the amendment by the AIPA (pre-AlPA 35 U.S.C. 102(e)). 

Claims 1-26 are rejected under 35 U.S.C. 102(b) as being anticipated by the 
Kanda et al (6,769,063 B1; hereinafter Kanda). 

In reference to claims 1,10 and 18, Kanda discloses: 
a cryptographic device (see Figs. 1 and 4) comprising: 
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a key scheduler providing a key data block comprising a plurality of sub-key data blocks 
(see Fig. 1 , and Fig. 4, block 20); and 

An input stage receiving an input data block (see Fig. 1, 64; Fig. 2, block 17; Fig. 4, 
block 301 ; Fig. 5, block 341 ) and a key data block comprising a plurality of sub-key data 
blocks (see Fig. 1, master key, block 21 and K0, K1...K15; col. 9, lines 21-27; Fig. 4, 
blocks 320-322), and generating a plurality of first signals therefrom, that are in parallel 
based upon the input data block and a key data block (see Fig. 2, where a plurality of 
subkeys 6 are generated from the input data block R1 and key block of K1; Fig. 5, inO- 
in3). 

An intermediate stage connected to said input stage (see Fig. 2, S-boxes S0-S7; Fig. 5, 
blocks 343s and 345s) and comprising 

A plurality of substitution units operating in parallel, each substituting data within a 
respective first signal (see col. 2, lines 22-39; Fig. 2, S-boxes S0-S7; Fig. 5, blocks non- 
linear transformation parts 343s and 345s), and 

A diffuser connected to said plurality of substitution units for mixing data to generate a 
diffused signal (see Fig. 2, S-boxes S0-S7; Fig. 5, block 346, where the combining part 
346 and signal 32 correspond to the recited diffuser and diffused signal, respectively), 
An output stage connected to said intermediate stage for repetitively looping back the 
diffused signal to said input stage for combination with a next sub-key data block (see 
col. 1 , lines 42-67; Fig. 4, where every round processing part 38 provide an output to 
the next one to be combined with the another subkey in the non-linear function part and 
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the round processing corresponds to the recited repetitively looping back; col. 9, lines 4- 
20; Fig. 13, where each round has an output part similar to the output part 309), 

In reference to claims 2 and 19, Kanda discloses: 

a cryptographic device according to claim 1 wherein the looping back is repeated a 
predetermined number of times; and wherein said output stage provides an output 
signal for the cryptographic device after the repetitively looping back is complete (see 
col. 9, lines 4-20, where N specifies the number rounds or the number of times that the 
non-linear processing is repeated and col. 9, lines 64-67). 

In reference to claims 3, 1 1 and 20, Kanda discloses: 

a cryptographic device according to claim 2 wherein the output signal is further 
combined with a final sub-key data block (see Fig. 13, block 308). 

In reference to claims 4, 12 and 21 , Kanda discloses: 

a cryptographic device according to Claim 1 wherein each substitution unit performs a 
non-linear substitution based upon at least one look-up table (see col. 2, lines 31-34; 
Fig. 13, block 304). 

In reference to claims 5, 13 and 22, Kanda discloses: 

a cryptographic device according to claim 1 , wherein said diffuser comprises a shift 
register and a look-up table associated therewith (see col. 13, line 63-col. 14, line 28, 
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where the logical linear operations correspond to the recited shift registers; col. 16, lines 
40-46). 

In reference to claims 6, 14 and 23, Kanda discloses: 

a cryptographic device according to claim 1 wherein said diffuser comprises a plurality 
of shift registers and a plurality of look-up tables associated therewith (see col. 13, line 
63-col. 14, line 28, where the logical linear operations correspond to the recited shift 
register). 

In reference to claims 7, 15 and 24, Kanda discloses: 

a cryptographic device according to claim 1 wherein said output stage performs a row- 
shift operation on the diffused output signal before being looped back to said input stage 
(see col. 9, lines 36-40, where the bit rotation corresponds to the recited row-shift 
operation and col. 13, line 63-col. 14, line 28, where the bit rotation corresponds to the 
recited row-shift register). 

In reference to claims 8, 16 and 25, Kanda discloses: 

a cryptographic device according to claim 1 wherein said output stage performs a 
column-mix operation on the diffused output signal being looped back to said input 
stage (see col. 12, lines 31-45; col. 13, lines 37-41). 



In reference to claims 9, 17 and 26, Kanda discloses: 
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A cryptographic device according to Claim 1 wherein said output stage comprises a 
counter for counting a number of times the diffused output signal is looped 
back to said input stage (see col. 9, lines 64-37; Fig. 1 1 , step S7). 



Conclusion 

Applicant's amendment necessitated the new ground(s) of rejection presented in 
this Office action. Accordingly, THIS ACTION IS MADE FINAL. See MPEP 
§ 706.07(a). Applicant is reminded of the extension of time policy as set forth in 37 
CFR 1.136(a). 

A shortened statutory period for reply to this final action is set to expire THREE 
MONTHS from the mailing date of this action. In the event a first reply is filed within 
TWO MONTHS of the mailing date of this final action and the advisory action is not 
mailed until after the end of the THREE-MONTH shortened statutory period, then the 
shortened statutory period will expire on the date the advisory action is mailed, and any 
extension fee pursuant to 37 CFR 1 .136(a) will be calculated from the mailing date of 
the advisory action. In no event, however, will the statutory period for reply expire later 
than SIX MONTHS from the date of this final action. 

Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to Abdulhakim Nobahar whose telephone number is 571- 
272-3808. The examiner can normally be reached on M-T 8-6. 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, Gilberto Barron can be reached on 571-272-3799. The fax phone number 
for the organization where this application or proceeding is assigned is 571-273-8300. 

Information regarding the status of an application may be obtained from the 
Patent Application Information Retrieval (PAIR) system. Status information for 
published applications may be obtained from either Private PAIR or Public PAIR. 
Status information for unpublished applications is available through Private PAIR only. 
For more information about the PAIR system, see http://pair-direct.uspto.gov. Should 
you have questions on access to the Private PAIR system, contact the Electronic 
Business Center (EBC) at 866-217-9197 (toll-free). If you would like assistance from a 
USPTO Customer Service Representative or access to the automated information 
system, call 800-786-9199 (IN USA OR CANADA) or 571-272-1000. 

/Abdulhakim Nobahar/ 
Examiner, Art Unit 2132 

April 9, 2008 
/Gilberto Barron Jr/ 

Supervisory Patent Examiner, Art Unit 2132 



